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Organisational | Business Risk
Identification & Mitigation Strategies

Design | Advice | Threat & Risk Management

Business Continuity Planning

. Advice

. Design

. Development
. Validation

Review existing ‘organisational + business’
(o+b) security governance frame-works,
supporting policies, plans & procedures.

Crisis & Emergency Management

. Planning
. Preparation
. Recovery

Assist & validate (o+b) PPRR crisis &
emergency arrangements. Identify (o+b)
threat vectors & conduct site inspections.

Crisis & Emergency Management

. Governance
. Reporting
. Administration

Identify organisation + business (0+b)
threat vectors & conduct site inspections.

Business Reviews

. Systems Governance
. Process Relationships

Assess the relationship between an

organisations management processes
and its governance model.
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Review & develop document (o+b) security risk assessment &
mitigation strategies.

Review existing (o+b) continuity plans & procedures.
. Develop and document business continuity plans.
. Develop (o+b) continuity plan awareness and understanding.

. Assess and validate (o+b) continuity plans and procedures.

Review o+b) Preparation, Preparedness, Response & Recovery
(PPRR) arrangements (supporting policies, plans, procedures).

Develop & document (o+b) PPRR security policy, plans, procedures.
Develop & document organisational & business PPRR security
policy, plans, procedures. Develop awareness & understanding of

(o+b) crisis & emergency arrangements.

Assess & validate (o+b) PPRR crisis and emergency arrangements.

Identify and document risk (o+Db) priorities.

Develop awareness & understanding of (o+b) risk and
supporting mitigation strategies.

Assess and validate (o+b) PPRR crisis and emergency
arrangements.

Examine corporate systems, rules, practices and processes.
Identify & document process relationships for gap analysis.

Examine daily procedures, work-flow, decision making frame-
work and structure against rules, practices, processes.

Review corporate control mechanisms against culture & shared
value + test inter-relationship of disparate systems, rules,
practices and processes.
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O+B Protective Security

Governance Frame-work
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Protective Security

Emergency Management Exercises

Crisis & Emergency Management

Governance
Reviews
Reporting & Administration

Review (o+b) Protective Security
Governance Frame-work - incl. supporting
information, physical and personnel
security policies, plans & procedures.

Crisis & Emergency Management

Governance
Investigations
Reporting & Administration

Facilitate and document (o+b) reviews
of security related incidents.

Crisis & Emergency Management

Governance
Reviews
Reporting & Administration

Design, deliver and manage exercise
activities to support validation and
continuous improvement of (o+b)
protective security, crisis & emergency
management arrangement.
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Identify (0+b) threat vectors and security risks.

Develop and document (o+b) protective security information,
physical and personnel security policies, plans & procedures.

Identify and document (o+b) risk & mitigation strategies.

Develop and deliver security awareness of (0+b) protective
security arrangements.

Facilitate & document (o+b) reviews of incidents involving
death or serious injury.

Facilitate & document incident analysis & administration -
debriefing, after-action reviews using available data sources.

Conduct & document incident investigations & reporting.

Review (o+b) incident PPRR management arrangements, incl.
supporting policies, plans and procedures.

Conduct (o+b) comparison to available industry standards &
compliance.

Formulate strategies and concepts, incl. the mitigation
of risks in the design and delivery of (o+b) protective
security, crisis & emergency management exercises.

Design & document suitable evaluation frame-works and
strategies to ensure a consistent approach is implemented
for the management of lessons identified from (o+b)
security incidents, exercise and functionality

testing activities.
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Skills Enhancement

Workshops

Exercise Management

Governance
Reporting
Administration

Exercise Management

Design

Delivery

Evaluation
Introduction to Exercise
. Management

. Writing
. Evaluation

WE FIND AND ASSESS GAPS
BETWEEN YOUR ORGANISATION’S

POLICY & PRACTICE.

Facilitation Workshops designed to enhance the presentation
and facilitation skills of participants

. learning techniques.

. structures.

. elements to deliver of professional presentations.

. improve understanding of the exercise facilitation role and
learning techniques for engaging with a broad range of
participants to achieve a successful outcome.

. provide and receive advice and constructive feedback.

. enhance participants understanding of the effective briefing
and de-briefing methodology.

Organisation Leadership & Supervision to:

. develop base-line supervisory capabilities and skills to
manage functional responsibilities.

. enhance critical decision-making skills and capability.

. consider organisational incident management
response structures and processes.
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